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Outlining Standards 

A Note on Learning Standards Presented in this Guide 

Three sets of standards have been linked to each of the learning objectives in this packet. The Washington State K-12 So-

cial Studies Learning Standards and the accompanying Grade Level Requirements are the social studies standards for 

WA State.  

The College, Career, & Civic Life C3 Framework for Social Studies State Standards are the standards published by the 

National Council for the Social Studies. Guiding the packet as a whole is the Framework for Global Learning created by the 

Asia Society and the Council of Chief State School Officers titled Educating for Global Competence: Preparing Our Youth to 

Engage the World (2011). 

Cross-objective standards are listed at the beginning of the packet, and content-specific standards can be found after each  

learning objective. 

The standards provided have been selected for relevance, but are not exclusive: many other standards, such as Common 

Core, may be applicable to the resources and learning objectives identified in this packet. The intention for this packet ’s 

organization is to provide educators with an idea of resources available and possible uses for resources. Users should feel 

free to create their own learning objectives and to select resources according to the specific needs of their classrooms.  

The student understands and applies reasoning skills to conduct research, deliberate, and form and evaluate positions 

through the processes of reading, writing, and communicating. 

WASHINGTON STATE K-12 SOCIAL STUDIES LEARNING STANDARDS 

There are five EALRs in Social Studies, one for each of the discipline areas: civics, economics, geography, and history, and a 

fifth for social studies skills. 

(1) Social Studies EALR 1: CIVICS 

The student understands and applies knowledge of government, law, politics, and the nation’s fundamental documents to 

make decisions about local, national, and international issues and to demonstrate thoughtful, participatory citizenship. 

(2) Social Studies EALR 2: ECONOMICS 

The student applies understanding of economic concepts and systems to analyze decision-making and the interactions 

between individuals, households, businesses, governments, and societies. 

(3) Social Studies EALR 3: GEOGRAPHY 

The student uses a spatial perspective to make reasoned decisions by applying the concepts of location, region, and move-

ment and demonstrating knowledge of how geographic features and human cultures impact environments.  

(4) Social Studies EALR 4: HISTORY 

The student understands and applies knowledge of historical thinking, chronology, eras, turning points, major ideas, indi-

viduals, and themes on local, Washington State, tribal, United States, and world history in order to evaluate how history 

shapes the present and future. 

(5) Social Studies EALR 5: SOCIAL STUDIES SKILLS 

The student understands and applies reasoning skills to conduct research, deliberate, and form and evaluate positions 

through the processes of reading, writing, and communicating. 

 

 



Outlining Standards 

COLLEGE, CAREER, & CIVIC LIFE C3 FRAMEWORK FOR SOCIAL STUDIES STATE STANDARDS 

The C3 Framework is organized into the four Dimensions, which support a robust social studies program 

rooted in inquiry. 

The four Dimensions are as follows: 

(1) Developing questions and planning inquiries; 

(2) Applying disciplinary concepts and tools; 

(3) Evaluating sources and using evidence; 

(4) Communicating conclusions and taking informed action 

DIMENSION 1: 

DEVELOPING QUESTIONS 

AND PLANNING INQUIRES 

DIMENSION 2: 

APPLYING DISCIPLINARY 

TOOLS AND CONCEPTS 

DIMENSION 3:  

EVALUATING SOURCES AND 

USING EVIDENCE  

DIMENSION 4: 

COMMUNICATING CONCLU-

SIONS AND TAKING INFORMED 

Developing Questions and 

Planning Inquiries  

 Civics 

 Economics 

 Geography 

 Gathering and Evalu-

ating Sources 

 Developing Claims and 

Using Evidence 

 Communicating and Critiqu-

ing Conclusions 

 Taking Informed Action 

Dimension 2 has four disciplinary subsections: (1) Civics; (2) Economics; (3) Geography; (4) History. Each discipli-

nary subsection has three to four additional categories, which provide an organizing mechanism for the founda-

tional  content and skills within each discipline. 

C3 Framework Organization 

CIVICS ECONOMICS GEOGRPAHY HISTORY 

Civic and Political Institu-

tions 

Economic Decision Making Geographic Representations: Special 

Views of the World 

Change, Continuity, and 

Context 

Participation and Deliber-

ation: Applying Civic Vir-

tues and Democratic Prin-

ciples 

Exchange and Markets Human-Environment Interaction: 

Place, Religions, and Culture 

Perspective 

Processes, Rules, and 

Laws 

The National Economy Human Populations: Spatial Patterns 

and Movements 

Historical Sources and Evi-

dence 

 The Global Economy Global Interconnections: Changing 

Spatial Patterns 

Causation and Argumenta-

tion 



 

Frameworks taken from Educating for Global Competence: Preparing Our Youth to Engage the World (Asia 

Society and the Council of Chief State School Officers 2011). 

“Global competence is the capacity and disposition to understand and act on issues of global 

significance” (Chapter 2). 

           Globally competent students are able to perform the following four competences: 

 1. Investigate the world beyond their immediate environment, framing significant problems and  

     conducting well-crafted and age-appropriate research. 

 2. Recognize perspectives others’ and their own, articulating and explaining such perspectives 

      thoughtfully and respectfully. 

  3. Communicate ideas effectively with diverse audiences, bridging geographic, linguistic,  

       ideological, and cultural barriers. 

                 4. Take action to improve conditions, viewing themselves as players in the world and  

       participating reflectively. 

Educating for Global Competence 



Introduction to Session Speaker 

Nina Jankowicz is an internationally-recognized expert on dis-

information and democratization. Her debut book, How to Lose the 

Information War (Bloomsbury/IBTauris), was named a New States-

man 2020 book of the year; The New Yorker called it “a persuasive 

new book on disinformation as a geopolitical strategy.” Her next 

book, How to Be A Woman Online, an examination of online abuse 

and disinformation and tips for fighting back, will be published by 

Bloomsbury in Spring 2022. 

Jankowicz’s expertise spans the public, private, and academic sec-

tors. She has advised governments, international organizations, and 

tech companies; testified before the United States Congress, UK 

Parliament, and European Parliament; and led accessible, actiona-

ble research about the effects of disinformation on women, minori-

ties, democratic activists, and freedom of expression around the 

world. 

Jankowicz has extensive media experience, with writing published in many major American newspapers and 

magazines, including The New York Times, The Washington Post, and The Atlantic. She is a regular guest on 

major radio and television programs such as the PBS Newshour, CNN’s Fareed Zakaria GPS and Amanpour, 

the BBC World Service, and NPR’s All Things Considered.  

Since 2017, Jankowicz has held fellowships at the Wilson Center, where 

she has been affiliated with the Kennan Institute and the Science and 

Technology Innovation Program. In 2016-17, she advised the Ukrainian 

Foreign Ministry on disinformation and strategic communications under 

the auspices of a Fulbright-Clinton Public Policy Fellowship. Prior to her 

Fulbright grant, she managed democracy assistance programs to Russia 

and Belarus at the National Democratic Institute. 

Jankowicz holds a Master’s degree from the Center for Eurasian, Rus-

sian, and East European Studies at Georgetown University’s School of 

Foreign Service. She is a proud alumna of Bryn Mawr College, where she 

studied Political Science and Russian and graduated magna cum laude. 

She is fluent in Russian, and speaks proficient Ukrainian and Polish, and 

serves on the Board of Trustees for the Eurasia Foundation. 



Key Terms 

Disinformation 

deliberately misleading or biased information; manipulated narrative or facts; used in propaganda. 

Fake News 

false news stories, often of a sensational nature, created to be widely shared or distributed for the purpose of 

generating revenue, or promoting or discrediting a public figure, political movement, company, etc.  

Information War 

Information warfare is an operation conducted in order to gain an information advantage over the opponent. It 

consists in controlling one’s own information space, protecting access to one’s own information, while acquir-

ing and using the opponent’s information, destroying their information systems and disrupting the information 

flow. Information warfare is not a new phenomenon, yet it contains innovative elements as the effect of tech-

nological development, which results in information being disseminated faster and on a larger scale  

Cyber Warfare 

war conducted in and from computers and the networks connecting them, waged by states or their proxies 

against other states. Cyberwar is usually waged against government and military networks in order to disrupt, 

destroy, or deny their use.  

Propaganda  

dissemination of information—facts, arguments, rumours, half-truths, or lies—to influence public opinion. 

Propaganda is the more or less systematic effort to manipulate other people’s beliefs, attitudes, or actions by 

means of symbols  

Media Literacy 

Media literacy consists the practices that allow people to access, critically evaluate, and create or manipulate 

media. Media literacy is not restricted to one medium. Media literacy education is intended to promote aware-

ness of media influence and create an active stance towards both consuming and creating media.  

Cyber Citizenship 

Cyber citizenship is the rights, privileges and responsibilities required of internet and cellular network users.  

Deep fake 

a video of a person in which their face or body has been digitally altered so that they appear to be someone 

else, typically used maliciously or to spread false information.  

https://www.dictionary.com/browse/disinformation
https://www.dictionary.com/browse/fake-news
https://www.nato.int/nato_static_fl2014/assets/pdf/2020/5/pdf/2005-deepportal4-information-warfare.pdf
https://www.britannica.com/topic/cyberwar
https://www.britannica.com/topic/propaganda
https://en.wikipedia.org/wiki/Media_literacy#:~:text=Media%20literacy%20consists%20the%20practices,both%20consuming%20and%20creating%20media.
https://ualr.edu/itservices/2016/10/24/cyber-citizenship/#:~:text=Cyber%20citizenship%20is%20the%20rights,internet%20and%20cellular%20network%20users.
https://languages.oup.com/google-dictionary-en


Learning Objectives 

 

 

 

 

 

 

 

 

 

Learning Objective 1: Students will be able to define media literacy and explain why it is important 

for citizens to evaluate the credibility of multimedia sources.  

 

Learning Objective 2: Students will be able to define "geopolitics" and explain how the spread of 

disinformation has been used as geopolitical strategy.  

Learning Objective 3: Students will be able to identify how the Russian government has utilized 

multimedia technology to spread false information and explain the goals of this specific strategy.  

Learning Objective 4: Students will be able to evaluate different news sources and utilize specific 

criteria to determine their accuracy, bias, and/or point of view. 

Learning Objective 5: Students will be able to recognize and identify the rights, responsibilities, and 

opportunities for living and working in an interconnected and interdependent digital world (adapted 

from ISTE Standards - see: http://www.iste.org/standards/for-students).  

Learning Objective 6: Students will be able to define "fake news," analyze its effectiveness, and 

evaluate ways to stop the spread of inaccurate information. 

Learning Objective 7: Students will be able to evaluate the role of multimedia sources in our 

society (print, video, social media, radio, etc.) and assess how they shape public opinion.  

http://www.iste.org/standards/for-students


Disinformation | Russia 

Study Exposes Russia Disinformation Campaign That Operated In The Shadows For 6 Years  

For the past six years, an obscure disinformation campaign by Russian operatives has flooded the Internet 

with false stories in seven languages and across 300 social media platforms virtually undetected, according 

to a new report published on Tuesday by social media researchers. The operation, named "Secondary In-

fektion" by researchers, has sought to spread pro-Russian propaganda around the globe by sharing fake 

tweets from U.S. elected officials and conspiracy theories about the coronavirus. And it attempted to in-

terfere in the 2016 presidential election. Researchers say it will likely try to spread falsehoods tied to the 

November election, too.  

How Russian Fake News Hardened America’s Divide  

For government offices, one of the most worrying parts of the 2020 United States Election was the possi-

ble influence of Russian and other foreign media influence on American voters. The contentious election 

divided the nation and disinformation helped fuel hatred for opposing viewpoints. This documentary se-

ries investigates the long term impact of Russian interference online and how it has split American ideo-

logical groups.  

.  

https://www.npr.org/2020/06/16/878169027/study-exposes-russia-disinformation-campaign-that-operated-in-the-shadows-for-6-
https://www.youtube.com/watch?v=IwHk3TUmbDU&t=15s


Disinformation | Russia 

Pillars of Russia’s Disinformation and 

Propaganda Ecosystem 

This report draws on publicly available 

reporting to provide an overview of 

Russia’s disinformation and propagan-

da ecosystem. Russia’s disinformation 

and propaganda ecosystem is the col-

lection of official, proxy, and unat-

tributed communication channels and 

platforms that Russia uses to create 

and amplify false narratives. The eco-

system consists of five main pillars: 

official government communications, 

state-funded global messaging, culti-

vation of proxy sources, weaponization 

of social media, and cyber-enabled dis-

information   

Global Consequences of Escalating US-Russia Cyber Conflict 

As the world continues to embrace technology and the new digital landscape for commerce, commu-

nication and politics, conflicts once held on battlegrounds are now raging online. Cyberwarfare is in-

creasingly becoming the domain of the world’s power struggles, the various conflicts between the 

United States and Russia are also being battled out online, as exemplified from Russian interference in 

the 2016 election through social media disinformation.  

 

Inside the Russian Disinformation Playbook: Exploit Tension, Sow Chaos 

This podcast episode tells the story of Russia’s disinformation campaign that began in the 1980s with a 

conspiracy theory that the U.S. Military was responsible for the AIDS crisis. Since then, Russia has con-

tinued to spread disinformation, with long lasting consequences.  

https://www.state.gov/wp-content/uploads/2020/08/Pillars-of-Russia%E2%80%99s-Disinformation-and-Propaganda-Ecosystem_08-04-20.pdf
https://www.state.gov/wp-content/uploads/2020/08/Pillars-of-Russia%E2%80%99s-Disinformation-and-Propaganda-Ecosystem_08-04-20.pdf
https://www.cfr.org/blog/global-consequences-escalating-us-russia-cyber-conflict
https://www.npr.org/2018/11/15/668209008/inside-the-russian-disinformation-playbook-exploit-tension-sow-chaos


The Russian Roots of Our Misinformation Problem 

A 2019 book by Peter Pomerantsev, a Soviet-born ex-reality TV producer turned journalist and aca-

demic, claims that we’re experiencing a brand of reality-bending politics that really began in post-

Soviet Russia. It’s a politics built on a distinctive form of propaganda, the goal of which is to confuse, 

not convince. In this interview with Pomerantsev, journalist Sean Illing, uncovers the shadows of misin-

formation hanging over the United States.   

Russian Social Media Influence: Understanding Russian Propaganda in Eastern Europe 

This study was conducted in order to understand the influence of Russia through the internet on for-

mer Soviet States such as Ukraine, Belarus, Latvia, etc. and the European Union as a whole. The study 

looked into the prevalence of Russian social media platforms, Russian language TV and radio program-

ing outside of Russia, and how much of these accounts were controlled by the Kremlin.  

 

How much are the costs of the Russian Information War? 

 Disinformation | Russia 

https://www.vox.com/world/2019/10/24/20908223/trump-russia-fake-news-propaganda-peter-pomerantsev
https://www.rand.org/content/dam/rand/pubs/research_reports/RR2200/RR2237/RAND_RR2237.pdf


Russia is Censoring the Internet, With Coercion and Black Boxes 

Russia has been using technology to block internet access to its citizens, from censoring what Russians 

can view to slowing down loading times to discourage the use of the internet for political purposes, 

experts fear this blockade could send Russia back politically to the Cold War era.  

 

A Powerful Russian Weapon: The Spread of False Stories 

numerous analysts and experts in American and European intelligence point to Russia as the prime sus-

pect, in a disinformation campaign against Sweden, noting that preventing NATO expansion is a cen-

terpiece of the foreign policy of President Vladimir V. Putin, who invaded Georgia in 2008 largely to 

forestall that possibility.  The ability of Russia to use disinformation to influence global politics is dis-

turbing and must be addressed according to experts.  

 

The Scourge of Russian Disinformation 

Russian disinformation is a grave transnational threat, facilitating unacceptable aggression by Russia 

both at home and across the 57-nation OSCE region. Russian disinformation helps support rampant 

violations of OSCE norms by the Putin regime, ranging from internal human rights abuses to military 

intervention in neighboring states to interference in elections in several countries. In this video, the US 

Helsinki Commission leads a hearing on Russian disinformation and what to do about it. 

Disinformation | Russia 

https://www.nytimes.com/2021/10/22/technology/russia-internet-censorship-putin.html
https://www.nytimes.com/2016/08/29/world/europe/russia-sweden-disinformation.html
https://www.csce.gov/international-impact/events/scourge-russian-disinformation


Disinformation | Russia 

Russia’s Efforts at Information Warfare 

Against the West Russia - it's in the headlines 

a little less than we have gotten used to these 

last several years, which is not to say it has 

turned down its campaign of information war-

fare against the U.S. and against the West 

more broadly. We are watching this play out 

with an aggressive propaganda campaign to 

promote its Sputnik V vaccine in many Western 

countries. And meanwhile, the United States is 

still coming to grips with what is known as So-

larWinds, this incredibly sophisticated hack tar-

geting American computer networks, both gov-

ernment and private. So what are Russia's am-

bitions in 2021 and what might the new Biden 

administration do to counter them?  

We Need to Rethink the ‘Information 

War’ with Russia  While the Cold War has 

been over since the fall of the USSR, Rus-

sia and the United States have continued 

tense relationships. What was once a con-

flict of arms control is now an information 

war, with both Russia and the US fighting 

to ensure the other does not spread false 

information about the other. However, 

the term information war within itself 

may not be the best way to represent this 

conflict. Peter Pomerantsev argues in his 

article for Time magazine that we should 

be rethinking how we define the conflict 

with Russia.  

DID YOU KNOW?  

 

Between 2015 and 

2019, 5455 items of dis-

information were 

traced to Russia.  

 

European Data Jour-

nalism Network 

https://www.npr.org/2021/03/17/978288298/russias-efforts-at-information-warfare-against-the-west-continue
https://www.npr.org/2021/03/17/978288298/russias-efforts-at-information-warfare-against-the-west-continue
https://time.com/5722805/rethink-information-war-russia/
https://time.com/5722805/rethink-information-war-russia/


Disinformation | Russia 

It’s a MAD Information War 

For as long as humans have fought, military tactics have always involved propaganda, information ma-

nipulation, and deception. Today, digital communication technologies have changed the landscape of 

what the U.S. military calls “irregular warfare.” As opposed to “conventional warfare,” this kind of war 

is not primarily about 

the use of physical 

force, and it is not pri-

marily about targeting 

an adversary’s military 

assets. Irregular war-

fare includes econom-

ic warfare (sanctions), 

cyber warfare (attacks 

within the digital do-

main), and political 

warfare (diplomacy), but it most pervasively manifests as some version of population-centric infor-

mation and narrative warfare. The challenges before us are technological, psychological, and cultural. 

But the first step in all of this is knowing that we are caught up in a new kind of war.  

 

Russia’s (dis)information warfare - BBC News 

For many anxious citizens, the problem of our time is not just that so many challenging things are hap-

pening in the world, but that so much disinformation is spread about them. How can we even have a 

proper conversation about things going wrong when so many people seem intent on dividing and con-

fusing us with falsehoods?   

 

The Information War is On. Are We Ready For It? 

While disinformation, misinformation, and social media hoaxes have evolved from a nuisance into high

-stakes information war, our frameworks for dealing with them have remained the same. Addressing 

computational propaganda and disinformation is not about arbitrating truth. It’s about responding to 

information warfare—a cybersecurity issue—and it must be addressed through collaboration between 

governments responsible for the safety of their citizens and private industry responsible for the integri-

ty of their platforms. 

    

https://consilienceproject.org/its-a-mad-information-war/
https://www.youtube.com/watch?v=5W1hD2EsiE0
https://www.wired.com/story/misinformation-disinformation-propaganda-war/


How to Survive the Disinformation Wars  

In this extensive podcast with New Lines Magazines’ Faisal Al Yafai, they discuss how Russia has 

weaponized disinformation, from the Middle East to America; how open-source intelligence has be-

come a vital tool for journalists; the perils of being a woman online in the 21st century; why social me-

dia companies like Facebook are part of the problem; and why fighting disinformation is a lot like 

“Games of Thrones.”  

Strategic Information Warfare: A New Face of War 

Information warfare (IW) represents a rapidly evolving and, as yet, imprecisely defined field of growing 

interest for defense planners and policymakers. The source of both the interest and the imprecision in 

this field is the so-called information revolution—led by the ongoing rapid evolution of cyberspace, mi-

crocomputers, and associated information technologies. The U.S. defense establishment, like U.S. so-

ciety as a whole, is moving rapidly to take advantage of the new opportunities presented by these 

changes. At the same time, current and potential U.S. adversaries (and allies) are also looking to ex-

ploit the evolving global information infrastructure and associated technologies for military purposes.   

Information Warfare 

https://newlinesmag.com/podcast/how-to-survive-the-disinformation-wars/
https://www.rand.org/pubs/monograph_reports/MR661.html


Teaching Cyber Citizenship  

Our children, and our nation, face new challenges in our increasingly digital world. The following re-

port makes the case for building greater resilience against the growing problems of misinformation 

and disinformation by equipping our teachers and students with the tools and skills they need to face 

and understand those problems. It begins with an exploration of the history of various terms and con-

cepts, from media and digital literacy to digital citizenship and civics to cybersecurity awareness. The 

report finds that their respective treatments of skills, ethics, and threats is crucially needed—and that 

they now cross at what might be conceived of as “cyber citizenship.” This conceptual intersection al-

lows a new kind of coalition-building, drawing together groups in fields that range from education to 

public interest technology to national security, who all now share an interest in tackling these chal-

lenges.  

 

How Disinformation Is Taking 

Over the World | NYT Opinion 

Governments from Pakistan to 

Mexico to Washington are 

woefully unequipped to com-

bat disinformation warfare. 

Eastern European countries 

living in Russia’s shadow can 

teach us how to start fighting 

back, but only if our politicians 

decide to stop profiting from 

these tactics and fight them 

instead.   

 

Biden, Putin and the New Era of Information Warfare  

Even following the US 2020 election, Russia has continued to increase its misinformation campaigns in 

the hope of undermining the United State’s democratic process and its institutions. In response, Presi-

dent Biden must create a plan to combat misinformation and defend American cyber interests.  

Information Warfare 

https://www.newamerica.org/education-policy/reports/teaching-cyber-citizenship/new-instructional-materials-developed-for-educators-but-also-a-new-problem
https://www.youtube.com/watch?v=yA-FCxFQNHg
https://www.youtube.com/watch?v=yA-FCxFQNHg
https://www.ft.com/content/51fc3b07-78a5-4461-823c-c9d22baeb063


Information Warfare 

Myth Versus Lethality: Losing the Plot in the Information War 

The nature of warfare has changed greatly in the last few decades. Conflicts once resolved on battle 

grounds are now fought on the internet. Using social media, hacking and disinformation, adversaries fight 

informational and ideological battles whose consequences transfer from the digital space into real life. 

However the United States, long considered the mightiest military power in the world, is widely believed 

to be losing the information war raging behind the screens. Experts expect that if the US does not address 

these issues soon, there will be serious consequences for the country.   

 

What is Cyber Warfare? | Ask An Expert 

The internet is essential to our livelihood, but it’s also become the new battleground for ‘cyber warfare’, 

where harm can be inflicted in an instant, says Dr Alexey Muraviev. Should we be concerned?   

https://thestrategybridge.org/the-bridge/2019/12/2/myth-versus-lethality-losing-the-plot-in-the-information-war
https://www.youtube.com/watch?v=5HHbU0tHVQQ


Information Warfare 

Information Warfare and the Future of Conflict 

In the coming decade, the scope, scale, and speed of Information Warfare (IW) will expand, radically 

transforming the future of conflict. IW attacks will sow disorder, mistrust, and radicalization to sway the 

sentiment of the public and the fighting force, at times compelling them to violence against institutions, 

organizations, and each other. This emerging information warfare attack plane stretches across three 

domains: digital, cognitive, and physical. Conflict will move swiftly, freely, and simultaneously between 

the three domains. Future attacks will utilize new technologies in novel ways and employ algorithm-on-

algorithm conflict beyond the scope of human observation. These emerging factors will fundamentally 

change our understanding of conflict and require a new model to comprehend and operationalize the 

changing character of war.  

Cyberconflicts as a New Global Threat 

During the last decade, global social and political 

landscapes were changed by the revolutionary 

development of information and communications 

technologies (ICT). New ICT has also significantly 

influenced warfare, among other ways through 

the emergence of network-centric warfare doc-

trine and unconventional, hybrid, information, 

and asymmetric warfare. The most significant 

transformation brought by the ICT was the emer-

gence of a totally new form of conflict—cyber 

conflict, the rise of which we are witnessing 

worldwide today.    

Cyberconflicts as a New Global Threat 

During the last decade, global social and political landscapes were changed by the revolutionary develop-

ment of information and communications technologies (ICT). New ICT has also significantly influenced 

warfare, among other ways through the emergence of network-centric warfare doctrine and unconven-

tional, hybrid, information, and asymmetric warfare. The most significant transformation brought by the 

ICT was the emergence of a totally new form of conflict—cyber conflict, the rise of which we are witness-

ing worldwide today.    

DID YOU KNOW?  

 

64%  of Americans say fake 

news stories have left them 

confused about the basic 

facts of current events. 

 

       Pew Research Center 

https://threatcasting.asu.edu/sites/default/files/2020-07/threatcasting-2020-The%20Future%20of%20Information%20Warfare-WEB_1.pdf
C:/Users/Requi/Downloads/futureinternet-08-00045.pdf
C:/Users/Requi/Downloads/futureinternet-08-00045.pdf


How to Teach your Students about Fake News - Lesson Plan (Grades 7th-12th) 

Fake news is making news, and it’s a problem. This lesson gives students media literacy skills they need 

to navigate the media, helps teach critical thinking about information and news sources, and includes 

how to spot fake news activities.  

 

Disinformation and Deep Fakes 

Disinformation is a separate phenomenon from misinformation. Disinformation relies on spreading de-

liberately false information in the hopes that your enemy will make a decision based off a lie. In this epi-

sode, we explore the past, present, and future of disinformation. How did a carefully placed corpse — 

planted by a submarine off the coast of Spain — help the Allies win World War II? Who is behind the fake 

news farms in Macedonia? How does Russian reality television function given that the whole media eco-

system is based on state propaganda? Why did The Apprentice flop with a Russian audience? What did 

Anne Applebaum learn from being the target of a Russian disinformation campaign? And what are deep 

fakes, why are they so dangerous, and how long will it be until we can no longer trust what we can see 

with our own eyes when we’re watching a video of a world leader speaking?   

Fake News 

https://kcts9.pbslearningmedia.org/resource/4197f3a0-5b4a-432b-9dbe-e49aae81ba7b/lesson-plan-how-to-teach-your-students-about-fake-news/
https://www.powercorruptspodcast.com/episodes#/disinformation/


Evaluating Sources in a ‘Post-Truth’ World: Ideas for Teaching and Learning About Fake News 

The New York Times guided lesson on identifying truth and fiction online. This lesson is an updated ver-

sion of their 2015 post, it includes new resources, activities and questions to spark discussions with stu-

dents.    

 

The Nature of Conflict - Podcast  

Former NSA Chief Cryptologic Technician, Retired US Navy Chief, and author Chase Cunningham is so 

fascinated by cyber conflict that it inspired him to create a comic book series. He and Bryan talk about 

the nation state interaction in cyberspace, APTs, deepfakes, and more.  

 

The Psychological Impact of Information Warfare & Fake News 

As more of our lives migrate online, many believe the use of disinformation as a tool of persuasion and 

weapon of influence has reached new heights. We have more access to news than ever before—from 

mainstream news channels to social media to radio and podcasts. And it’s easier than ever to reach us—

at any hour of the day or night—on any one of our many Internet-connected devices. A recent study by 

the American Psychological Association 1 found that 66% of Americans are stressed out about the fu-

ture of the country, and the constant consumption of news was pinpointed as a major contributor.   

Fake News 

https://www.nytimes.com/2017/01/19/learning/lesson-plans/evaluating-sources-in-a-post-truth-world-ideas-for-teaching-and-learning-about-fake-news.html
https://www.mandiant.com/resources/security-effectiveness-podcast/the-nature-of-conflict
https://www.psycom.net/iwar.1.html


Fake News 



Fake News 
Factitious 

This online game allows students to practice media literacy skills. Students will be shown news articles, 

some fake and some real, and have to determine which are which. This game is best used after a lesson 

on media literacy skills so that students my practice what they have learned.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Russia Still Largest Driver of Disinformation on Social Media, Facebook Report Finds 

Russia continues to be the largest producer of disinformation on social media, with the country being 

the source of the most fake and misleading Facebook accounts, according to a new report. A report 

from Facebook revealed that the social media giant has uncovered disinformation campaigns in more 

than 50 countries since 2017 and that Russia is the top source of "coordinated inauthentic behavior," 

with 27 of the fake networks identified. According to the report, of the 150 networks Facebook has dis-

mantled since 2017, 45% were targeting domestic audiences, with 38% targeting countries abroad. Of 

the countries most frequently targeted by foreign disinformation networks, the U.S. was the top target, 

followed by Ukraine and the United Kingdom.   

FAST FACTS:  Deepfakes are synthetic media in which a person in an existing image or 

video is replaced with someone else's likeness.  Learn how the United States Government is 

working to combat Deepfakes, here.   

http://factitious-pandemic.augamestudio.com/#/
https://www.usnews.com/news/politics/articles/2021-05-26/russia-still-largest-driver-of-disinformation-on-social-media-facebook-report-finds
https://www.cnn.com/interactive/2019/01/business/pentagons-race-against-deepfakes/
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