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OVERVIEW

TheEuropean Union Democracy and Security Resource {Suddsigned to support educators

in exploring the complex relationship between democratic governance, civic participation, and
security within the European Union. Developed as a companion to the 2026 EU Policy Forum
Educator Workshop, this guide provides a collection of curated resources, lesson materials, and
contemporary case studies that examine how the European Union responds to political, social,
and security challenges while upholding democratic values.

Organized into five thematic modules, the guide introduces educators to the institutions and
decisionmaking processes that shape the European Union, the security frameworks that
protect democratic societies, and the civic practices that strengthen public participation.
Participants will investigate pressing issuescluding cybersecurity, disinformation,
geopolitical conflict, democratic resilience, human rights, media literacy, and youth
engagement through a combination of articles, videos, infographics, lesson plans, and
scholarly research.

Throughout the guide, educators are encouraged to draw connections between European and
American democratic systems, analyze the challenges facing diverse societies, and consider the
role that institutions, communities, and individuals play in safeguarding democracy.

By engaging with these resources, educators will deepen their understanding of global
citizenship and equip students with the critical thinking, media literacy, and civic engagement



skills necessary to navigate an increasingly interconnected world.This resource guide is intended
to foster meaningful dialogue about democracy and security while providing practical tools that
educators can adapt for classrooms across grade levels and subject areas. Through comparative
analysis and realorld examples, participants will explore how democratic institutions can

remain resilient in the face of emerging challenges and how informed, engaged citizens
contribute to a more secure and inclusive future.

DISCLAIMER

Funded by the European Union. Views and opinions expressed are however those of the
author(s) only and do not necessarily reflect those of the European Union or the European
Education and Culture Executive Agency (EACEA). Neither the European Union nor EACEA can
be held responsible for them.
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Navigating This Resource Guide






This interactive guide is designed to move educators and students from foundational
understanding to meaningful, actiesriented learning. While the sections are organized to
build upon one another, each can also be explored independently to meet diverse classroom
needs. Throughout the guide, hyperlinked terms, images, and resources invite deeper
exploration and encourage inquiry into this critical topic.

MODULE 1: Security of European Union Democratic Institutions
Section 1: EU Responses to Cyberattacks and Digital Threats

This section examines how the European Union addresses cyberattacks, disinformation, and
other digital threats through coordinated policies, cybersecurity initiatives, and international
partnerships.

Section 2: Russian Influence Operations and Disinformation Campaigns

This section explores the strategies used by Russia to shape public opinion and influence
democratic processes in Europe, as well as the EU's efforts to combat misinformation and
strengthen media literacy.

Section 3: The Arctic's Strategic Importance to Europe

This section investigates the Arctic's growing geopolitical, economic, and environmental
significance and its impact on European security, trade, and international cooperation.

Section 4: NAT@U Security Cooperation

This section analyzes the partnership between NATO and the European Union in addressing
shared security challenges, including collective defense, crisis response, and regional stability.

Section 5: Protecting Elections in Democratic Societies

This section examines the measures democratic governments use to safeguard elections from
foreign interference, cyber threats, and misinformation while preserving public trust and
electoral integrity.

Section 6: Maritime Security and the Blue Economy

This section explores the relationship between maritime security and the blue economy,
highlighting how sustainable use of ocean resources supports economic growth, environmental
protection, and international cooperation.

Section 7: Emerging Security Challenges in the 21st Century



This section considers the evolving threats facing democratic soaietiekiding cyber warfare,
climate change, migration, and technological disrupti@and the strategies needed to address
them.

MODULE 2: European Union Democracy and Institutions
Section 1: How Laws Are Made in the EU

This section explains the European Union's legislative process, highlighting the roles of the
European Commission, European Parliament, and Council of the European Union in developing
and adopting policies.

Section 2: Comparison of EU and U.S. Governance Structures

This section compares the political institutions and decisi@king systems of the European
Union and the United States, examining how each balances power, representation, and federal
authority.

Section 3: Expansion and Enlargement of the EU

This section explores the history and impact of EU enlargement, examining how the addition of
new member states has shaped Europe's political, economic, and cultural landscape.

Section 4: Supranational vs. National Authority

This section investigates the balance of power between EU institutions and individual member
states, highlighting ongoing debates over sovereignty and shared governance.

Section 5: Democratic Representation Within the EU

This section examines how European citizens are represented within EU institutions and
considers the opportunities and challenges of democratic participation across diverse member
states.

Section 6: Brexit and Institutional Change

This section analyzes the political, economic, and institutional consequences of the United
Kingdom's departure from the European Union and its implications for the future of European
integration.

Section 7: Current Challenges Facing European Integration

This section explores the major issues shaping the European Union today, including economic
inequality, migration, geopolitical tensions, and the rise of populism.

MODULE 3: The EU TesBecurity, Democracy, and Institutional Resilience
Section 1: Democratic Resilience During Crises



This section examines how democratic institutions adapt to political, economic, and social crises
while preserving democratic values, public trust, and the rule of law.

Section 2: Lessons from European Responses to War and Conflict

This section explores how European nations and institutions have responded to conflict and
instability, highlighting the political, humanitarian, and diplomatic lessons that continue to
shape the region today.

Section 3: The Legacy of Communism in Eastern Europe

This section investigates how the political, economic, and cultural legacies of communism
continue to influence democratic development and national identity in Eastern Europe.

Section 4: Culture, Identity, and Democracy

This section examines the relationship between cultural identity and democratic participation,
exploring how history, tradition, and shared values shape political systems and civic life.

Section 5: Media and Public Trust

This section analyzes the role of traditional and digital media in shaping public opinion, fostering
civic engagement, and influencing trust in democratic institutions.

Section 6: Human Rights Protections in Europe

This section explores the legal frameworks and institutions that safeguard human rights across
Europe and examines the challenges involved in protecting fundamental freedoms in a changing
political landscape.

Section 7: Resilience and Recovery Following Major Disruptions

This section considers how European societies rebuild and adapt in the aftermath of crises,
focusing on the social, political, and economic factors that contribute to-feng resilience
and recovery.

MODULE 4Making European Citizens Civic Engagement Practices in the European
Union
Section 1: Youth Participation in Democratic Processes

This section explores the ways young people engage in democratic life through voting, activism,
advocacy, and civic education, and examines their role in shaping Europe's future.

Section 2: Civil Society Organizations Across Eufdpe section examines how
nongovernmental organizations, advocacy groups, and community organizations strengthen
democracy by promoting civic participation, social justice, and public accountability.



Section 3: European Citizenship and Identity

This section investigates the concept of European citizenship and how shared values, cultural
diversity, and national identities contribute to a sense of belonging within the European Union.

Section 4: Gender and Political Representation

This section explores the progress and ongoing challenges related to gender equality in
European politics, focusing on representation, leadership, and inclusive policymaking.

Section 5: Participatory Democracy Initiatives

This section examines the mechanisms that allow citizens to participate directly in decision
making processes, including public consultations, citizens' assemblies, and grassroots
movements.

Section 6: Volunteerism and Community Engagement

This section highlights the role of volunteerism and local community action in strengthening
civic life, fostering social cohesion, and encouraging active citizenship across Europe.

Section 7: Inclusion and Diversity in Democratic Systems

This section explores how democratic institutions promote inclusion and representation while
addressing the opportunities and challenges created by increasingly diverse societies.

MODULE 5Staying Current on EU Democracy and Security
Section 1: Current Events in EU Democracy and Security

This section examines recent developments shaping democracy and security in the European
Union, highlighting the political, economic, and geopolitical issues influencing the region today.

Section 2: The Baltic Region and European Security

This section explores the strategic importance of the Baltic states and their role in strengthening
European security, regional cooperation, and collective defense efforts.

Section 3: Russia's Relationship with Europe

This section analyzes the historical and contemporary relationship between Russia and Europe,
focusing on diplomacy, economic ties, security concerns, and regional tensions.

Section 4: Information Literacy and Misinformation

This section investigates how misinformation and digital media influence public opinion and
democratic institutions while emphasizing the importance of critical thinking and information
literacy.



Section 5: European Regional Cooperation

This section examines how European nations collaborate to address shared challenges through
political, economic, and security partnerships at both regional and international levels.

Section 6: Emerging Security Trends

This section explores evolving security challemgesluding cyber threats, climate change,
technological innovation, and geopolitical competitioand their implications for Europe and
the broader international community.

Section 7: Monitoring Contemporary Global Issues

This section encourages ongoing engagement with current events and global trends,
emphasizing the importance of informed citizenship in understanding the interconnected
challenges facing democratic societies.

Outlining Standards
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A Note on Learning Standards Presented in this Guide



Three sets of standards have been linked to each of the learning objectives in this packet. The
Washington State KL2 Social Studies Learning Standaaisl the accompanying Grade Level
Requirements are the social studies standards for WA State.

The College, Career,& Civic Life C3 Framework for Social Studies State Staacatis

standards published by the National Council for the Social Studies. Guiding the packet as a
whole is the Framework for Global Learning created by the Asia Society and the Council of Chief
State School Officers titled8ducating for Global Competence: Preparing Our Youth to Engage

the World (2011)

Crossobjective standards are listed at the beginning of the packet, and cosieatific

standards can be found after each learning objective. The standards provided have been
selected for relevance, but are not exclusive: many other standards, such as Common Core, may
be applicable to the resources and learning objectives identified in this packet. The intention for
this packe® organization is to provide educators with an idea of resources available and

possible uses for resources. Users should feel free to create their own learning objectives and to
select resources according to the specific needs of their classrooms.

WASHINGTON STATEXSOCIAL STUDIES LEARNING STANDARDS

There are five EALRs in Social Studies, one for each of the discipline areas: civics, economics,
geography, and history, and a fifth for social studies skills.

(1) Social Studies EALR 1: CIVICS

The student understands and applies knowledge of government, law, politics, and the@ation
fundamental documents to make decisions about local, national, and international issues and to
demonstrate thoughtful, participatory citizenship.

(2) Social Studies EALR 2: ECONOMICS

The student applies understanding of economic concepts and systems to analyze decision
making and the interactions between individuals, households, businesses, governments, and
societies.

(3) Social Studies EALR 3: GEOGRAPHY

The student uses a spatial perspective to make reasoned decisions by applying the concepts of
location, region, and movement and demonstrating knowledge of how geographic features and
human cultures impact environments.

(4) Social Studies EALR 4: HISTORY



The student understands and applies knowledge of historical thinking, chronology, eras, turning
points, major ideas, individuals, and themes on local, Washington State, tribal, United States,
and world history in order to evaluate how history shapes the present and future.

(5) Social Studies EALR 5: SOCIAL STUDIES SKILLS

The student understands and applies reasoning skills to conduct research, deliberate, and form
and evaluate positions through the processes of reading, writing, and communicating.

COLLEGE, CAREER, & CIVIC LIFE C3 FRAMEWORK FOR SOCIAL STUDIES STATE STANDARDS

The C3 Framework is organized into the four Dimensions, which support a robust social studies
program rooted in inquiry.

The four Dimensions are as follows:

(1) Developing questions and planning inquiries;
(2) Applying disciplinary concepts and tools;

(3) Evaluating sources and using evidence;

(4) Communicating conclusions and taking informed action

DIMENSION 4:
DIMENSION 1: DIMENSION 2: DIMENSION 3: COMMUNICATING
DEVELOPING QUESTIONS APPLYING DISCIPLINARY EVALUATING SOURCES CONCLUSIONS AND
AND PLANNING INQUIRIES TOOLS AND CONCEPTS AND USING EVIDENCE TAKING INFORMED
ACTION

Developing Questions and Civics Gathering and Evaluating Communicating and
Planning Inquiries Sources Critiquing Conclusions
Economics

Geography Developing Claims and Using  Taking Informed Action
Evidence
History

1- Dimension 2 has four disciplinary subsections: (1) Civics; (2) Economics; (3) Geography; (4) History. Each disciplinary
subsection has three to four additional categories, which provide an organizing mechanism for the foundational content and
skills within each discipline.

https://www.researchgate.net/figure/CFrameworkApplyingDisciplinaryToolsand-ConceptsReprintedfrom-The
College fig2 333610103

m SRR e

Civic and Political Institutions  Economic Decision Making Geographic Representations:  Change, Continuity, and
Spatial Views of the World Context

Participation and Exchange and Markets Human-Environment Perspectives

Deliberation: Applying Civic Interaction: Place, Regions,

Virtues and Democratic and Culture
Principles

Processes, Rules, and Laws The National Economy Human Population: Spatial Historical Sources and
Patterns and Movements Evidence

The Global Economy Global Interconnections: Causation and Argumentation
Changing Spatial Patterns

2 - C3 Framework Organization

https://www.researchgate.net/figure/CFrameworkApplyingDisciplinaryToolsand-ConceptsReprintedfrom-The
College fig2 333610103



https://www.researchgate.net/figure/C3-Framework-Applying-Disciplinary-Tools-and-Concepts-Reprinted-from-The-College_fig2_333610103
https://www.researchgate.net/figure/C3-Framework-Applying-Disciplinary-Tools-and-Concepts-Reprinted-from-The-College_fig2_333610103
https://www.researchgate.net/figure/C3-Framework-Applying-Disciplinary-Tools-and-Concepts-Reprinted-from-The-College_fig2_333610103
https://www.researchgate.net/figure/C3-Framework-Applying-Disciplinary-Tools-and-Concepts-Reprinted-from-The-College_fig2_333610103

EDUCATING FOR GLOBAL COMPETENCE

Frameworks taken frorkducating for Global Competence: Preparing Our Youth to Engage the
World (Asia Society and the Council of Chief State School Officers 2011).

0Global competence is the capacity and disposition to understand and act on issues of global
significancet (Chapter 2)

Globally competent students are able to perform the following four competences:

1. Investigate the worldbeyond their immediate environment, framing significant problems and
conducting weklcrafted and ageappropriate research.

2. Recognize perspectivegtherstand their own, articulating and explaining such perspectives
thoughtfully and respectfully.

3. Communicate ideagffectively with diverse audiences, bridging geographic, linguistic,
ideological, and cultural barriers.

4. Take actionto improve conditions, viewing themselves as players in the world and
participating reflectively.

Kenthy an issve, generste
questions, and explain its
sgrehcance

* Use variety of languages, sources
08 media 1o identty and weigh
relevant endence.

* Analyze, integrate, and syrthesize
evidence to construct coberent

. ferential
responses. to knowledge, technolagy, and
* Develop argument based on resources affects quality of ife and
compelling evidence and draws. perspectives
rchusions.

defenuble co

Investigate the World Recognize Perspectives

Students investigate the Students recognize their
‘world beyond their own and others’
V Understand the World through
and Study
Take Action Communicate Ideas
Students translate their Students communicate
ideas into appropriate their ideas effectively with

actions to improve diverse audiences.
conditions.

personal or collsborative action to
canarmans.

understancirg and collaboration in
an inte t world.

Framework for Global Competence by Mansilla and Jackson (2013)

3 - https://pressbooks.pub/drrashijain/chapter/unit-globalcompetence/
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MODULE 1

Security of European Union Democratic
Institutions

Lecture Overview

This session explores how the European Union protects democratic
institutions from internal and external threats, including
disinformation, cyberattacks, foreign interference, and geopolitical
instability. It examines the relationship between democracy, security
policy, and European cooperation.

SPEAKER: JOSE MIGUEL RONCERO MARTIN ‘

Key Terms

1. Democratic InstitutionséTheorganized bodies associated with a democratic form of
governance, like freely elected legislatuges.

2.Rule of LawdThe mechanism, process, institution, practice, or norm that supports the
equality of all citizens before thaw, secures a nonarbitrary form gbvernment, and more
generally prevents the arbitrary use of powvger.

3. Foreign InterferenceThe deliberate andeceptiveact carried out by another foreign
government to interfere with an intended coun®domestic affairs.

4. CybersecuritydThe protection of computer systems and information from harm, theft, and
unauthorized useé.

5. Democratic ResiliencéThecapacity of a democratic regime to absorb external challenges
and internal stressors and to dynamically adapt to the changing functional conditions of
democratic governance without falling into regime change and abandoning or damaging
democracy's defining principles, functions and noéms.

6. Hybrid Threats@Combinemilitary and normilitary as well as covert and overt means,
including disinformation, cybeattacks, economic pressure, deployment of irregular armed
groups and use of regular forcés.


https://education.cfr.org/cfr_glossary/459
https://www.britannica.com/topic/rule-of-law
https://www.britannica.com/topic/law
https://www.homeaffairs.gov.au/about-us/our-portfolios/national-security/countering-foreign-interference/defining-foreign-interference
https://www.britannica.com/technology/computer-security
https://toda.org/wp-content/uploads/files/resources/policy-briefs/t-pb-169_what-is-democratic-resilience_merkel.pdf
https://www.nato.int/en/what-we-do/deterrence-and-defence/countering-hybrid-threats

7.Blue EcononmydThe economic activities associated with the ocean, seas and coastal regions
that allows resource use while preserving the health of the ocean ecosystem.

Learning Objectives
"l Can Statements":
1. | can explain why the European Union was created.
2. | can identify and explain basic elements of how the EU is structured (institutions, etc.).

3. I can identify and explain current and future security challenges facing the EU (and
individual member states).

4. | can evaluate policy options the European Union and different member states might use
to address challenges to security and democracy.

5. | can identify and analyze perspectives on democracy within and across EU member
states.

6. | can identify and evaluate opportunities for civic engagement (participation) within and
across the European Union.

EU Responses to Cyberattacks and Digital Threats

11TH ANNUAL EUROPEAN

CYBERECEM

CONFER

CEREU

CEREU is the computer emergency response team for the EU, and this reshaess its role
andresponsibilitiesn detecting and mitigate cyberattacks.


https://www.lse.ac.uk/granthaminstitute/explainers/what-is-the-blue-economy/
https://cybilportal.org/actors/cert-eu/

EU Incident Response and Cyber Crisis Management

This article discusses how through networks like GBN&twork and EACyCLONe, along with
ENISAthe EU has created a system to detect and block cyber security astaahand large
scales, alike.

EU Cybersecurity A@une 22, 2026

GThe EU Cybersecurity Act was a piece of legislation put into law to strengthen the role of the
EWS existing cybersecurity agency amrdate one cybersecurity certification system for all
digital products

Sanctions Against Cybattacks(May 11, 2026)

dln June 2017, the Ekstablisheda Framework for a Joint EU Diplomatic Response to Malicious
Cyber Activities (th&yber diplomacy toolbd® The framework allows the EU and its member
states to use all measures under the Common Foreign and Security Policy (CFSP),
includingsanctionsf necessary, to prevent, discourage, deter and respond to malicious cyber
activities targeting the integrity and security of the EU and its member sfates.

(Video)The E@ Cyber Solidarity Act: Strengthening Cooperation Against Cyberafhdais
29,2023)

GThe Europea@Commission'proposedCyber Solidarity Act would increase EU wide
cooperation against cybeattacks.One of their main goals is to prevent attacks during
electionst

EUNATO Cooperation: What Has Been Achieved S ®etéber 2021)

This article discusses the cooperation agreements of the EU and NATO, including many
agreementsegardingcybersecurity and hybrid threats.


https://www.enisa.europa.eu/topics/eu-incident-response-and-cyber-crisis-management
https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-act
https://www.consilium.europa.eu/en/policies/sanctions-against-cyber-attacks/
https://www.youtube.com/watch?v=ggLR3DnLF58
https://www.clingendael.org/pub/2021/countering-hybrid-threats/3-eu-nato-cooperation-what-has-been-achieved-so-far/

Cybersecurity threats
by sector

number* of incidents reported (July 2023 - June 2024)

Public administration

Transport

= EUropean
:- Parliament
Source: ENISA Threat Landscape 2024

4 - Cybersecurity Threats by Sector



https://www.europarl.europa.eu/topics/en/article/20220120STO21428/cybersecurity-main-and-emerging-threats

Cybersecurity threats
by type

percentage of total threats

Others
2.67%
Denial of service
46.31%

Malware
245%

—F

Social
engineering
5.37%

Data
15.87%

Ransomware
21.33%

Source: ENISA Threat Landscape 2024

5- Cybersecurity Threats by Type



https://www.europarl.europa.eu/topics/en/article/20220120STO21428/cybersecurity-main-and-emerging-threats

Perceived vulnerability to cyber attacks

[ Very vulnerable
[ Rather vulnerable
B Neutral

B Rather resilient
B Very resilient

EUROPEAN
COUNCIL
RELAT S

ecfreu

Source: ECFR

6 - Perceived Vulnerability to Cyberattacks



https://ecfr.eu/special/the_nightmare_of_the_dark_the_security_fears_that_keep_europeans_awake_at_n/

Russian Influence Operations and Disinformation Campaigns

(Video)How Russiaffiunded Fake News Network Aims to Disrupt Election in Eu(Spptember
22, 2025)

dn the run up to Moldov& crucial election on Sunday 28 September, BBC Eye Investigations has
been undercover in a fake news network hoping to swing the result. The BBC
hasestablishedhat posts from this one networkdesigned to erode confidence in the ruling
government- have been seen over 20 million times on social media. Moldovan authorities say
millions in Russian cas$iasflooded into the country with the aim of convincing citizens to vote

out the current preEU government. Russia denies it is interfering with Moldova's electoral
process

(Infographic)How Russian Disinformation Is Reaching the U.S. Ahead of the 2024
Election(October 17, 2024)

This source shares how Russia now @dalorateresources, such as fake newsbsites, Al
generated content, and unknowing people to spread misinformation globally. Russia uses tactics
to underminedemocracy and trugt the American people while also polarizing people further
about hot topic issues.


https://www.youtube.com/watch?v=orWIESeesDs
https://www.nbcnews.com/specials/russian-disinformation-2024-election-storm-1516/index.html
https://www.nbcnews.com/specials/russian-disinformation-2024-election-storm-1516/index.html

(Video)Russi&@ Disinformation Campaigns to Destabilize Western Democré@eteber 13,
2024)

oSenator Tina Smith questions witnesses about disinformation and election interference at the
Helsinki Commission Hearing: Russia's Shadow War onéNATO.

The Fight Against Pi#¢remlin DisinformatiorfJanuary 20, 2023)

This article discusses the role that the EU has taken on of countlisimjormationfrom Russia,
and the implementation of the European External Action Services (HEARIn goal is

to dforecast, address, and respond to RuSsthsinformation campaigns affecting the European
Union, its Member States, and countries in the region.

Fact SheetiWhat We Know About Rus@dnference Operation@larch 3, 2019)

This fact sheet discusses the US government investigations into the interference of Russia into
the 2016 election.

Recognize

Reinforce Community
of Practice

7 - 'The Atlantic Coun@ strategic framework for countering Russian information influence activities."

Disinformation Stops With You

You have the power to stop foreign influence operations.
ey
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Recognize Investigate Talk

the risk the issue to your circle

¥ CISA



https://www.youtube.com/watch?v=ScQaTD9O8hA
https://www.consilium.europa.eu/en/documents-publications/library/library-blog/posts/the-fight-against-pro-kremlin-disinformation/
https://www.gmfus.org/news/fact-sheet-what-we-know-about-russias-interference-operations
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/how-the-us-and-europe-can-counter-russian-information-manipulation-about-nonproliferation/

8- "CISRdDisinformation Stops With Yéproject, encouraging members of the community to recognize and combat
disinformation and other forms of II1A."

The Arctic'sStrategiclmportance to Europe

9 - https://discoveryalert.com.au/etarctic-policynorwaybarentsseagas2026/

Arctic SecuritfJune 18, 2026)

GThe Arctic is strategically important to Europe duétsdocation between the North Atlantic,
Asiaand Europe, and serving as a vital route for trades, transport, and


https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/how-the-us-and-europe-can-counter-russian-information-manipulation-about-nonproliferation/
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/how-the-us-and-europe-can-counter-russian-information-manipulation-about-nonproliferation/
https://www.nato.int/en/what-we-do/deterrence-and-defence/arctic-security

communicationsTherefore, the Arctic is crucial toaintainingEuropeQ defense against other
countriese

Could Russia Hit Northern Europe If It Gained Control of &&ear Gap@une 2, 2026)

dn the far north of the Arctic, there is a section called the Bear Gap, and if Russia gains control
of the Bear Gapthey would be much closer to Northern Europe and be able to launch missiles.
As ice melts, the arctic govidingnew opportunities for transportation routes around the

world, and having control over regions of it is becomimgeasingly importan.

(Video)Why Isthe Arctic So Importarfor the US, China, Russénd Europe?January 27,
2026)

oDue to climate change and other geographical features, the Arctic is becomingly increasingly
important to maintain security in Europe and for Eurdpe.

(Video)Whythe Arctic Matters NowJanuary 22, 2026)

oDiscusses the historical importance of the Arctic and howeigjisllyimportant now to our
world£

The Elasan Actorin the Arctic(April 25, 2023)

GThe arctic is important to the EU dueite increasingnatural resources and shipping
routes,due to global warming, and growing competition among other nations for the Arctic as
protectiong


https://www.aljazeera.com/news/2026/6/2/could-russia-hit-northern-europe-if-it-gained-control-of-arctics-bear-gap
https://www.youtube.com/watch?v=rJ-yVx1IedY&t=32s
https://www.youtube.com/watch?v=XG0rqUOGrwc
https://www.thearcticinstitute.org/eu-actor-arctic/

ARCTIC

Military bases in the Arctic

The United States has one major permanent base in Greenland, the Pituffik Space
Base, while Russia operates a vast network of nurnerous military facilities throughout

the Arctic.
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W Denmark
aus >
W Russia ) ¢ Tk
B Norwary . i
B UK 3 . .
W Canada y
ectie Cirelg
g i
;'.“l s >
[} . ] T m 3
' ' i " ussiA
. ",
' - | Y
NORAD s 9
North » r
Warning ns oo .
[Systom 5 a
i e
SRUMN “um P A
JUS Priuffik | e ‘a
{ Space Base 4
== L]
GAEENLAND *TLFNLAND
/8 ) o sweoen
Joimt Arctic | - = "
Command [E° ) R
Tass
" ISEANG .
Souree MELaryBases.com, Global seou ity org, Canatian é
Globai Aftairs inttute wia Forsign Pelicy, Statista | Jenuary 20, 2006 eaiane [Mgaziena)

10- Map of Military Bases in the Arctic

AN INTEGRATED EUROPEAN UNION POLICY FOR THE ARCTIC
SUSTAINABLE DEVELOPMENT
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11- European Union Policy for the Arctic's Sustainable Development



https://www.aljazeera.com/news/2026/6/2/could-russia-hit-northern-europe-if-it-gained-control-of-arctics-bear-gap
https://www.thearcticinstitute.org/eu-new-arctic-communication-part-ii/

Regions belonging to the Northern Periphery
and Arctic Programme area

Northern Periphery area boundary line

- EU member states
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AHDR definition of the Arctic

12 - Map of the European Arctic



https://www.thearcticinstitute.org/eu-new-arctic-communication-part-ii/

NATOEUSecurityCooperation

v

Jidia - stock.adobe.com

(Lesson Plan)ynderstanding NATO's Purpose Lesson Plan

Students will discuss the role that NATO plays in a@osi War world and students will
consider how the United States should respond to recent Russian aggressions in Ukraine.

North Atlantic Treaty Organization (NATO)

This articleexplainsto kidsabout NATOand all the general informationeeded tograsp
a basicunderstandingabout theorganization.

EUC NATO Strategic Partnersi{ijune 10, 2026)

This article explainghy the EU; NATOpartnership is importanand howthey work together.

Relations with the Europeddnion(June 20, 2025)

GThe European Union (EU) is an essential partner for NRI&two organizations share

common values, strategic interests, and a majority of member countfiesy work side by side

in crisis management, on capability development, in addressing hybrid threats and challenges
posed by growing strategic competition, as well as in building the capacities of their common


https://www.cfr.org/education/teach/lesson-plans/conflict-nato
https://kids.britannica.com/students/article/North-Atlantic-Treaty-Organization-NATO/276123
https://www.eeas.europa.eu/eeas/eu-nato-strategic-partnership_en
https://www.nato.int/en/what-we-do/partnerships-and-cooperation/relations-with-the-european-union

partners in the east and southiThis article delves into how NATO and the EU work closely
together andare mutually beneficialto each other.

(Video)What is NATO? All You Need to Kr(dune 17, 2024)

owWhat is NATO? Why was it formed and why does it still exist? Who pays for it and
how do nations become new Allies? Find out the basics about NATO in this animhation.

EUNATO Cooperation: What Has Been Achieved Sq®atéber 2021)

This article discusses the cooperation agreements ofttieand NATO, including many
agreementgegardingcybersecurity and hybrid threats.

32 27

NATO members EU members
23

Albania  Lithuania Austria  Italy
Belgium  Luxembourg
Bulgaria  Montenegro Belgium  Latvia Bulgaria  Lithuania
Canada  The Netherlands Bulgaria  Lithuania Croatia  Luxembourg
Croatia  North Macedonia Croatia  Luxembourg Cyprus  Malta

shared members Belgum  Latvia

Czechia  Norway Czechia  The Netherlands Czechia  The Netherlands
Denmark  Poland Denmark  Poland Denmark  Poland
Estonia  Portugal Estonia  Portugal Estonia  Portugal
Finland Romania Finland Romania Finland Romania
France  Slovakia France Slovakia France Slovakia
Germany  Slovenia Germany  Slovenia Germany  Slovenia
Greece  Spain Greece  Spain Greece  Spain
Hungary  Sweden Hungary ~ Sweden Hungary  Sweden
Iceland  Turkiye italy Ireland

taly United Kingdom

Latvia United States

13- Membership of the EU, NATO, and Shared Members

Figure 2 — Areas of EU-NATO cooperation

Counter terrorism ®._ Hybrid threats
24
Cyber security @\

Security implications of
and defence "\ \

climate change

Women, peace and Defence industry

security ® and research
Emerging and disruptive . Growing geostrategic
technologies competition

EU-NATO
COMMON

Space @— Defence capabilities

Operational cooperation @ Coordinated exercises

Foreign information AGENDA Resilience and the
manipulationand ® protection of critical
interference infrastructure
Foreign policy coordination @ Crisis response

Military mobility

Nuclear disarmament .//
Defence and security ~ / Chemical, biological,

X
capacity building @ radiological and nuclear
of partners defence (CBRN)

14- EUNATO Shared Common Agenda

DID YOU KNOW?


https://www.youtube.com/watch?v=nHgeFm9kfog
https://www.clingendael.org/pub/2021/countering-hybrid-threats/3-eu-nato-cooperation-what-has-been-achieved-so-far/
https://www.nato.int/en/what-we-do/partnerships-and-cooperation/relations-with-the-european-union
https://www.europarl.europa.eu/RegData/etudes/BRIE/2025/772922/EPRS_BRI(2025)772922_EN.pdf

"Since the EU and NATO share 23 member countries and are both based in Brussels, it is very
common for diplomats to plan to work at NATO in the morning and the EU in the afternoon!"

https://www.nato.int/en/what-we-do/partnershipsand-cooperation/relationswith-the-
europeanunion

ProtectingElections inDemocraticSocieties

Why Voting Matters

This pageexplainsthe importance ofvoting, and howoting cansupport global issues,
andpeople aroundyou.

Why are the EU Elections So Important?

This page explainsow EU legislations are made, the election of the EU parliament,
EuropeanCommission, and the aftermatsf those elections.

How European Elections Work



https://www.nato.int/en/what-we-do/partnerships-and-cooperation/relations-with-the-european-union
https://www.nato.int/en/what-we-do/partnerships-and-cooperation/relations-with-the-european-union
https://elections.europa.eu/en/why-vote/
https://quest-eu.org/policy/eu-elections-in-the-classroom-why-are-the-eu-elections-so-important/
https://elections.europa.eu/en/how-elections-work/

This page explains how Eléctions workjnformation about theparliament,and much more
information about the importance ofhe elections inthe EU.

(Lesson Planffree and Fair Elections: Why do they MattéNevember 6, 2025)

"This lesson helps students consider the importance of elections, examine what makes an
electiondfree and faig and learn about electoral systems in their area."

(Video)The EU Elections Explain@ebruary 21, 2024)

oDive into the heart of the 2024 EU Elections with our concise guide! Understand the crucial
role of your vote in shaping policies and the European Parliament, where political groups like
the EPP, S&D, Renew Europe, ECR, I&D, the Greens, or the Left play key roles. Learn how
national votes impact EU dynamics, explore the race for the European Commission presidency,
and get insights into the electoral process, including the increase to 720 MEPs.

(Video)Elections and Voting Explained (Primg@ttober 13, 2024)

oDiscover the different types of elections held in the UK and take a closer look at the General
Election, exploring: our right to vote, how candidates and parties gain votes and what happens
once elected

EU countries
nominate a candidate
for President

of the Commission

The European
- - Councnl mn ints
540N
Later, it anmove-. af(ev npprov.\l
the Comm Evropean Commission by Parfiament
as a body. 27 commissioners,
one from each

EU country

Parli arrwm lec
the Preside
of the Comm ission.

Submits ﬁ I
M EASN® European Council

Heads of state

or government .. l_w“
European Parliament EU countr

720 members, P
directly elected by

>
citizens every f;i' years . ||=||

Council of the
Negotiate and European Union
adopt laws Government
ministers

15- The Connection between the European Commision, European Council, European Parliament, and the Council of the
European Union



https://www.facinghistory.org/resource-library/free-fair-elections-why-do-they-matter
https://www.youtube.com/watch?v=TKx__4Sachw
https://www.youtube.com/watch?v=ZN0qP0vRqVE
https://word-edit.officeapps.live.com/we/wordeditorframe.aspx?ui=en-US&rs=en-US&actnavid=eyJjIjoyMDE4NTE2NzYwfQ&wopisrc=https%3A%2F%2Fwacseattle.sharepoint.com%2Fsites%2FGlobalClassroom%2F_vti_bin%2Fwopi.ashx%2Ffiles%2Fd471441360204f2f901cab8cbb4849eb&wdenableroaming=1&mscc=1&hid=625725A2-802E-8000-FF71-5B9838F90E6A.0&uih=sharepointcom&wdlcid=en-US&jsapi=1&jsapiver=v2&corrid=156231ec-8502-6b08-c95a-64cc540cfd97&usid=156231ec-8502-6b08-c95a-64cc540cfd97&newsession=1&sftc=1&hfto=1783540303396.0002&uihit=docaspx&muv=1&ats=PairwiseBroker&cac=1&sams=1&mtf=1&sfp=1&sdp=1&hch=1&hwfh=1&dchat=1&sc=%7b%22pmo%22%3A%22https%3A%2F%2Fwacseattle.sharepoint.com%22%2C%22pmshare%22%3Atrue%7d&ctp=LeastProtected&rct=Normal&wdorigin=OWA-NT-Mail.Sharing.DirectLink&wdhostclicktime=1783540302506&afdflight=41&csiro=1&instantedit=1&wopicomplete=1&wdredirectionreason=Unified_SingleFlush
https://word-edit.officeapps.live.com/we/wordeditorframe.aspx?ui=en-US&rs=en-US&actnavid=eyJjIjoyMDE4NTE2NzYwfQ&wopisrc=https%3A%2F%2Fwacseattle.sharepoint.com%2Fsites%2FGlobalClassroom%2F_vti_bin%2Fwopi.ashx%2Ffiles%2Fd471441360204f2f901cab8cbb4849eb&wdenableroaming=1&mscc=1&hid=625725A2-802E-8000-FF71-5B9838F90E6A.0&uih=sharepointcom&wdlcid=en-US&jsapi=1&jsapiver=v2&corrid=156231ec-8502-6b08-c95a-64cc540cfd97&usid=156231ec-8502-6b08-c95a-64cc540cfd97&newsession=1&sftc=1&hfto=1783540303396.0002&uihit=docaspx&muv=1&ats=PairwiseBroker&cac=1&sams=1&mtf=1&sfp=1&sdp=1&hch=1&hwfh=1&dchat=1&sc=%7b%22pmo%22%3A%22https%3A%2F%2Fwacseattle.sharepoint.com%22%2C%22pmshare%22%3Atrue%7d&ctp=LeastProtected&rct=Normal&wdorigin=OWA-NT-Mail.Sharing.DirectLink&wdhostclicktime=1783540302506&afdflight=41&csiro=1&instantedit=1&wopicomplete=1&wdredirectionreason=Unified_SingleFlush

Figure 1. Overview of Election Observation Missions and Election
Follow-up Missions, 2024

Countries where the EU carried out Election Observation Missions Countries where the EU carried out Election Follow-up Missions
© Ecuador © Senegal @ Peru

© Jordan 0 Srilanka © Sao Tomé and Principe

© Kosovo © The Gambia

© Mozambique © Zambia

Source: Data available from the EU Database on Election Missions, the Election Observation and Democracy Support Il
Report Missions Database, and information provided via the European External Action Service Newsroom.

Note: This map is ; , names, and used do not represent or imply any opinion on the
part of Carnegie or the authors. Dotted lines represent approximate disputed boundaries. The final status has not yet
been agreed upon.

16 - Overview of Election Observation Missions and Election FoljioMissions

Maritime Security and theéBlue Economy

Maritime Security

This article discusses the role of the IMO and the things they do to protect ships and maritime
security globally.


https://carnegieendowment.org/europe/research/2025/01/european-democracy-support-annual-review-2024
https://www.imo.org/en/mediacentre/hottopics/pages/piracy-default.aspx

BlueEconomyNews.Ear(dune 29, 2026)

GThe Daily Newspaper for the Global Sustainable Blue Ecanwitliydaily articles and news
stories about news ithe blue economy.

Asymmetric Alliance Strategy: An Israeli Maritime Perspective on the lraJWree 29, 2026)

This article discusses the difference in secysrigrities betweenlsrael and the United States,
and how maritime security became increasingly important when Iran shut down the Strait of
Hormuz, and the burden fell on the US.

Office of Maritime SecuritgApril 3, 2026)

The Office of Maritim&ecuritypage discusses the offi@main roles in protecting the
maritime transportationsystem, and how they support the U.S. Merchant Marine and other
shipment from the US.

(Podcast)Sea Control 463EU Maritime Security with Giovanni Cremor{®eptember 16,
2023)

"Giovanni Cremonini joins the program to discuss the update to the EU Maritime Security
Strategy. Cremonini is the Head of the Sector for Maritime Security in the Security and Defense
Policy Directorate of the European Union External Action Service."

The Arctic Institutec European UnioifAugust 1, 2022)

The arctic is a growing asset to the EU due t@ang-coming economidevelopment, scientific
research, and resourcewailable in the region, and this article discusses how the EU is
prioritizing security and investment in the region.

(Video)What is Maritime Security(@anuary 22, 2021)

This videgyivesan overview of what maritime security imajor issuegacing maritimesecurity,
and how maritimesecurityissues and solutions akery diverse.


https://blueeconomynews.earth/
https://cimsec.org/asymmetric-alliance-strategy-an-israeli-maritime-perspective-on-the-iran-war/
https://www.maritime.dot.gov/ports/office-security/office-maritime-security
https://sea-control.simplecast.com/episodes/sea-control-463-eu-maritime-security-with-giovanni-cremonini
https://www.thearcticinstitute.org/country-backgrounders/european-union/
https://www.youtube.com/watch?v=t1DWt2r-JHQ&themeRefresh=1

EU’s goals for a Sustainable Blue Economy

Circular economy
& reduced pollution

)  Circular economy &
7°. preventingwaste

Better management
of space atsea

Climate adaptation & coastal resilience

Biodiversi . -
ct;ns:ev:lrastlitgn & Sustainable food

restoration : production

17-EU's Goals for a Sustainable Blue Economy

Why do we need to act?

Ensuring safe and secure oceans is vital for the European and world economies:

Over 80% about two-thirds U1 Up to 99%
% of global trade is of the world's oil and gas {h} of international data transfers
seaborne supply is extracted at sea or and communications are done
transported by sea through submarine cables (over

400 submarine cables extending
over 1.3 million kilometres)

We need to deal with an increasing number of traditional and new threats:

m Traditional Hybrid- and s Climate ch
threats (piracy, %cg\[’ber-attacks ar:gl gnsif'o:%geental

armed robbery, on critical infrastructure degradation (marine
smuggling, human (submarine cables, pollution, depletion of fish
trafficking, arms and pipelines, etc.) stocks, loss of biodiversity)

narcotics, etc.)

18- EU Goals for Protecting the Oceans



https://marine.copernicus.eu/explainers/why-ocean-important/sustainable-blue-economy
https://safety4sea.com/ecsa-welcomes-the-updated-eu-maritime-security-strategy/

6 strategic objectives

@

1) Step up activities at sea:
- organising an annual naval exercise at EU level
- reinforcing existing EU naval operations
- developing further coastguard in sea basins around the EU
- expanding the Coordinated Maritime Presences concept to new maritime areas of interest

D% 2) Cooperate with partners by:
- deepening EU-NATO cooperation
- enhancing partnerships with likeminded countries, regional and international organisations

- deploying EU liaison officers to maritime information centres in non-EU countries
- promoting dialogue and best practices through the coast guard function forums

- strengthening the Common Information Sharing Environment (CISE) and MARSUR

(R) 3) Enhance maritime domain situational awareness by:

- reinforcing coastal and off-shore patrol vessel surveillance

/@1 4) Manage risks and threats by:

% « conducting regular live maritime exercises involving civil and military entities
- monitoring and protecting critical maritime infrastructure and ships from physical and cyber threats
- tackling unexploded ordnance and mines at sea

- developing further awareness and preparedness to tackle threats linked to climate change and
environmental degradation

@_’ 5) Boost capabilities by:
ot - developing common requirements and concepts for defence technologies in the maritime domain
- stepping up work on projects such as the European Patrol Corvette or improving anti-submarine capabilities

=| 6)Educate and train by:

A&

« boosting hybrid and cyber security qualifications notably on the civilian side
- conducting training and joint exercises open to non-EU partners

19- Strategic Objectives for Protecting the Oceans

EmergingSecurityChallenges in the 21sTentury
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https://safety4sea.com/ecsa-welcomes-the-updated-eu-maritime-security-strategy/

Global Issues
This page hasiany buttons andinks to exploremany of theissues facing our worlgday.

(Video)Challenges of the 21§entury

aThis video explores the major challenges facing our world téday.

New and Emerging Threats

This webpageliscusses theew threats ofthe 21stcenturyand has buttons t@xplain more in
depthabout specifiasssueswith Al,the climate crisisand cybercrimes.

(Video)Europe Is Facinds Most Dangerous Security Environment Since WWNérch 2, 2026)

This video short discusses the new challenges that the tadimgy withsecurity and the
changes that must be made to combat these changes.

Global Risks to the EU in 2026: What are the Main Conflict Threats for Edapeary 20,
2026)

This article discusses a survey of over 500 Europeauritypolicymakers that
were surveyedaboutwhat they thought the mospressing security threats facinige European
Unionwereright now, and would be in the next year.

Phishii ial engineering 62%
Credential theft 55%

Denial of service 49%

General malware j 49%

Account } 49%

Compromised/stolen devices ’ 48%
insider | 45%

Advanced day attacks } 29%

Web-based attack n— 28%

Cross-site scripting —————— 27%
R | 25%
SQL injection — 21%

Other mmmm 6%

None of these attacks have increased m———— 12%

0% 10% 20% 30% 40% 50% 60% 70%

20- Survey of the Increasing Kinds of Cyber Threats Following -T@VID



https://www.un.org/en/global-issues
https://study.com/academy/lesson/video/challenges-of-the-21st-century-safety-society-environmental-concerns.html
https://www.un.org/en/peaceandsecurity/new-and-emerging-threats
https://www.youtube.com/shorts/PGml9ZxvMwI
https://www.iss.europa.eu/publications/commentary/global-risks-eu-2026-what-are-main-conflict-threats-europe
https://pmc.ncbi.nlm.nih.gov/articles/PMC11073482/
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https://www.simplilearn.com/top-technology-trends-and-jobs-article
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MODULE 2

European Union Democracy and
Institutions

Lecture Overview

This session provides an overview of the EU's democratic structure,

major institutions, decision-making processes, and the challenges of
governing a diverse political union.

SPEAKER: TRAVIS J. NELSON

1. Key Terms

1. European Union (Etinternational organization comprisirRy European countries and
governing common economic, social, and security poliies.

2. European CommissiodAn institution of theEuropean UniofEU) and itgonstituententities
that makes up the organizati@executivearmé

3. European Parliamenél_egislativeassemblyof the European Union."

4. Council of the European UnipAn organization of all ministers from the 27 EU member
states to make laws, asell adoptthe EU budgetcoordinate policies, decide on international
negotiations, andlevelopsthe EL& foreign and security policy.

5. European CounciéiThe European Council brings together EU leadesetthe EU's political
agenda. Irepresentsthe highest level of political cooperation between EU countfies.

6. Subsidiarity aTheprinciplethat decisionsshould always be taken at the lowest possible level
or closestto where they will haveheir effect, forexamplein alocal area rathethan for
awhole country."

7.Democratic LegitimacyRefers to the validity of governance systems based on the principles
of representation, accountability, transparency, effectiveness, and deliberation, ensuring that all
member states and relevant nestate actors are inclusively represented in decisiaking
processes.



https://www.britannica.com/topic/European-Union
https://www.britannica.com/topic/European-Commission
https://www.britannica.com/topic/European-Parliament
https://www.consilium.europa.eu/en/council-eu/
https://european-union.europa.eu/institutions-law-budget/institutions-and-bodies/search-all-eu-institutions-and-bodies/european-council_en
https://dictionary.cambridge.org/us/dictionary/english/subsidiarity#google_vignette
https://www.sciencedirect.com/topics/social-sciences/democratic-legitimacy

Learning Objectives
"I Can Statements":
1. I can identify and explain basic elements of how legislation is made through EU institutions.

2. | can identify and compare similarities and differences between EU and U.S. political
institutions.

3. | can explain and evaluate how power is shared between EU member states and EU
institutions.

4. | can identify and analyze perspectives on democracy within and across EU member states.

5. | can explain how Brexit impacted the EU and its impact on future EU integration.

How LawsAre Made in the EU

(Lesson Plankducational Toolkit for the European Parliament Role Play Game

"Help players get the most out of their role play experience."

(Infographic)How EU Laws Are Made

oExplains how laws amroposed and madehe processes of putting those into action, who is
involved,and if there are other ways to make law.


https://dublin.europarl.europa.eu/files/live/sites/eplo-dublin/files/dossiers/europa-experience/Educational%20toolkit.pdf
https://europa.eu/stories/how-EU-law-is-made/

LawMaking Process

¢On this page, you can find general informatregardingthe types of EU law, th#etter
regulatior(policy and thedifferent stageghrough which an EU law is developed.

About EU Legislatioffrebruary 21, 2026)

0On this page you will find basic descriptions of how various EU institutions factor into the
legislative process and of types of legislation.

(Video)HowDoes the EWPass Laws(May 24, 2023)

dn this video, we'll break down this complex journey, exploring the exciting world of debates,
negotiations, and consenstmiilding."

(Video)LawMakingin the EU(July 14, 2016)

GThis video discusses the process by which laws are made in the EU and all the checks and
balances that go into &.

How EU bodies work together

European Commission

22 Commissioncrs
one trom each BV country

( Jony decoe ePslation and Buoget )

22-How EU Bodies Work Together



https://commission.europa.eu/law/law-making-process_en
https://libguides.law.umich.edu/c.php?g=863873&p=6218902
https://www.youtube.com/watch?v=CT7WCL85yQU
https://www.youtube.com/watch?v=clmSKbV5Z9w
https://libguides.law.umich.edu/c.php?g=863873&p=6218902

How laws are made

EUROPEAN COMMISSION

Drafts the initial legislative proposal

/TN

EUROPEAN PARLIAMENT COUNCIL OF THE EU

Parliament’s position (which is drafted by Pari 2 Approves or rejects the Parliament’s
" : arliament’s position i ¢ :
the relevant Committee) is adopted by the subnritted to Council proposal following consideration of
majority of MEPs Commission’s initial proposal
remninita | | ity | e |
PARLIAMENTARY

COMMITTEE

Drafts Parliament’s

initial position —

23-How EU Laws are Made



https://guides.ll.georgetown.edu/EuropeanUnion/secondarylegislation

24- Ordinary EU Legislative Procedure

DID YOU KNOW?

"Since there are 24 official languages, any new laws made must be translated into 24 different
languages as well!"


https://www.europarl.europa.eu/olp/en/ordinary-legislative-procedure/overview

